
38      MSBA.ORG  |  VOLUME 4 ISSUE 1

Hire Cyber Counsel to Assist with a 
Breach Before the Breach Occurs
It’s a good idea to hire cyber counsel now. 
Consider that your employees do not 
have to act maliciously to commit a data 
breach. Human error is a major cause of 
data breaches. If your budget is low, sign 
a retainer contract so that you are not 
searching for competent cyber counsel 
after a breach occurs. Ideally, work with 
cyber counsel on preventive measures and 
protocols so that they are at the ready as 
soon as a breach occurs. Waiting to hire 
cyber counsel after a breach will put your 
company behind the curve in correcting the 
issue and reporting requirements.

Conduct Cybersecurity Assessments and 
Protect Your Client’s Privilege 
Cyber counsel can also assist in cybersecu-
rity assessments. Obviously, the company’s 
IT experts are involved in the day-to-day 
and long-term cyber preventative strategy.  
However, it is important to ensure that your 

2 No. 13 Civ. 7060 (CM) (S.D. N.Y. Jan. 26, 2021).
3 331 F.R.D. 80 (S.D.N.Y. 2019).
4 No. 0:14-MD-02522 (D. Minn. Oct. 23, 2015).

IT department does not hire outside experts 
or consultants without going through the 
general counsel’s office.  If the IT depart-
ment hires a consultant, who then provides 
a written report to IT which identifies major 
weaknesses in your company’s cybersecurity 
and privacy firewalls, future plaintiffs and 
their lawyers may seek production of the re-
port that not only outlines the weaknesses in 
the system but will highlight the fact that the 
company was aware of the weaknesses and 
may not have yet taken the steps to correct 
the issues. Ensure that your company has a 
formal protocol in place to ensure that the 
general counsel’s office is involved in any and 
all consultations with outside experts regard-
ing your cybersecurity program so that you 
can take steps to preserve your privileges. 

There are a few key cases that corporate 
counsel may want to study regarding sharing 
information with third parties, including 
cybersecurity experts, without waiving privi-
leges, including  Pearlstein v. Blackberry LTD.2 

and Universal Standard Inc. v. Target Corp.3 In 
re: Target Corp. Customer Data Security Breach 
Litigation4 specifically discussed preserving 
privileges in a data breach context after 
hiring outside experts.  Target suspected a 
security breach, retained outside counsel, 
and formed a task force at the request of 
their in-house and outside counsel to educate 
the lawyers for legal advice and to prepare 
for litigation. Target successfully demon-
strated that the task force was formed not for 
purposes of remediation of the data breach 
but to inform Target’s in-house and outside 
counsel about the breach so that Target’s 
attorneys could provide the company with 
legal advice and prepare to defend the compa-
ny in litigation that was already pending.  The 
takeaway from these cases is clearly to consider 
using external litigation counsel for data secu-
rity breach investigations, state in the retainer 
agreement that legal advice is sought to assist 
the company’s lawyers in providing legal advice 
to the company, and assert the privilege.
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  When someone asks you what you do, what do you tell them? 
If I say I am an “IP lawyer,” the response is usually “What?” So I usually 
say I am a business lawyer who handles a wide range of business issues, 
including intellectual property matters.

  Without disclosing confidential information, can you tell us 
about the biggest project on your plate right now? 
My biggest “project” is finding the right balance between work and home 
life. As a mom of three kids, it’s an ongoing, never-ending project. I love 
what I do and it is easy to be consumed by work. Stepping back, taking 
time to be “off the clock” and enjoying my kids before they are grown up 
is something I am always working on. 

   What are some of the major trends in your primary practice 
area(s) that might interest legal professionals in other practice areas? 
Intellectual property is an area of practice that is always evolving due to 
technology changes (the Metaverse for example). Intellectual property 
and business law are always intertwined, and it is critical that business 
owners understand the value of their intellectual property and that they 
protect it. 

  What do you love about your role with the MSBA? 
I just concluded my term as Chair of the Intellectual Property Section  
of the MSBA.

Trying to create content and hold events during this pandemic has been 
challenging to say the least. As Chair of the Intellectual Property Section, 
I had the opportunity to get to know many members simply by planning 
events and content. I hope the events that we hosted this year (both 
virtual, and as of late, in person), and content that we provided have 
brought value to the members of the section. 

KAITLIN D. COREY, A PARTNER AT GOODELL DEVRIES, focuses her practice on 
intellectual property law, litigation, and tax law.  Corey also serves as General Counsel 
for the Annapolis Police Foundation. Somehow she finds time to speak regularly on 
copyright and trademark law and is an adjunct professor at the University of Baltimore 
School of Law, where she co-teaches Trademarks and Unfair Competition Law.

Take the time 
to intensely 
analyze the 
issue, dig deep, 
don’t leave any 
stones unturned 
and make the 
most persuasive 
and educated 
argument  
you can.

“
  What value do you see in MSBA membership and your section membership? 

I have found value in both utilizing content available to enhance my knowledge in 
a particular area of the law as well as attending networking events to meet peers 
and grow my practice. My section membership has allowed me to meet colleagues 
who share an interest in IP law. If I have a question about a nuance in this area (and 
there are plenty of nuances), I have a list of people I can call.

  What is the best piece of advice you have received from someone in the 
legal profession? 
It’s better to be over-prepared than under-prepared. Take the time to intensely 
analyze the issue, dig deep, don’t leave any stones unturned, and make the most 
persuasive and educated argument you can for your client.

   What is your fondest memory of your legal career so far?  
One of my best “wins” so far was crafting a unique legal argument in a trademark 
case (that intersected with FDA regulations) which formed the basis of a summary 
judgment motion. After providing a copy of the motion to opposing counsel prior 
to filing, the parties resolved the case.

  What is the one piece of advice you would give someone in law school or 
considering a legal career? 
I would suggest that they determine where they want to be in five and 10 years and 
how law school will help get them there. Law school requires a significant amount of 
effort, time and money and while a legal career can certainly be rewarding (and also 
difficult), it’s not a decision that should be made hastily. 

   What do you do to unwind/de-stress? 
I spend time with my husband and kids—occasionally, with a glass of wine in 
hand. My nine-year-old son loves to go on “dates” with me to get bubble tea 
which is one of my favorite things to do. I also love photography. It’s a great day 
when I get the chance to use my DSLR camera.

My biggest “project” is finding the right 
balance between work and home life. “

http://MSBA.org
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